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Legal Disclaimer

This document is authored by EENA staff members with contributions from individual members of EENA and
represents the views of EENA. This document does not represent the views of individual members of EENA, or
any other parties.

This document is published for information purposes only and it does not declare to be a statement or
interpretation of EU law or the national law of EU Member States. This document is entirely without prejudice
to the views of relevant national statutory authorities and their legal functions and powers, whether under EU
law or the national law of their Member State. Accordingly, under no circumstances may reliance be placed upon
this document by any parties in compliance or otherwise with any applicable laws. Neither may reliance be
placed upon this document in relation to the suitability or functionality of any technical specifications, or any
other matters discussed in it. Legal advice, technical advice and other advice as relevant, may be sought as
necessary.
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1 Executive Summary
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During a conference of the European Emergency Number Association on Public Warning on October 2016, I was
given the opportunity to present my theory of the 6 phases illustrated by the experience of Benoit Ramacker,
spokesperson of the National Crisis Centre of Belgium (SPF Interior). It was a great opportunity to share
knowledge. However, this narrative, and the positions taken, are mine.

2 Introduction

While the crisis cycle has been studied by many researchers (Fink, 1986, Lagadec 1991, Mitroff 1994, Coombs
2014), there is almost no theory of the life cycle of crisis responses, besides the 5 (or 7) stages of loss by
Elisabeth Kibler-Ross (Kiibler-Ross et al, 2014): shock, denial, anger, sadness, resignation, acceptance and
reconstruction.

At the same time, while the importance of Twitter during crises is growing (Vieweg, 2010; Yates & Paquette,
2011, Kelly, 2014), the state of the scientific art focuses on the sentiment (Thelwall and Al, 2011) or on
information (Austin, et al., 2012, Castillo, et al., 2011, Mendoza et al., 2010) and does not analyse the entire
process.

3 Methodology

To understand how people react to a crisis on Twitter, I analysed conversations on Twitter using rooted theory
which is a process of continuously analysing and collecting data to develop theories using the theoretical sample
(Glaser & Strauss, 1967).
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I have made observations that can be defined as "the systemic description of events, behaviors or artefacts in
a social setting chosen for study" (Marshall & Rossman, 1989), during the last 6 crises with heavy casualties
to identify the reaction cycle on Twitter:

The attacks of Charlie Hebdo
The crash of the German Wings
The collision of the Villa Castelli
The Brussels bombings

The attacks of Paris and Bataclan
The attack in Nice

ok wWwN R

After these 6 crises, I reached the saturation effect (Glaser & Strauss, 1967) since there were no new emerging
theories of data.

4 Results and cross-references
There are 6 phases during a crisis on Twitter.

4.1 The information phase

During this phase, people learn about the event. The reactions on the social networks are "neutral".
Example: "An attack takes place in Paris, French media announce deaths #Paris"

During Brussels, the tweet of the Crisis Center is thus perfectly representative of the moment:

o £ CrisisCenter Belgium be m

Explosions at airport #Zaventem. Don't go to
airport. Keep roads open. Priority government:
Help victims & security

898 253 = ARLAERm

News_Executive

BREAKING: Explosion at the Explosion at Zaventem airport in
#Brussels, airport Being evacuated now. Reason unknown

« 131458 W 15¢

During this period, the hashtags used will be: the location of the event (eg #Paris, #Zaventem); Generic name
of the event (eg #fusillade, #bomb); The name of the organisation affected (eg #GermanWings); Name of the
constructor (#Boeing); Serial number of the aircraft or train (#MH370, #4u9525, #SNCF3657)

On the crisis centre side, we are also in the information phase. Soon, as a spokesman for the Crisis Centre,
Benoit Ramacker sends a very short message (in illustration, screenshots of his smartphone) to the main
spokespersons of the ministers, authorities and services concerned: “explosion. Information as soon as
possible. Dead people.”

Subsequently, Benoit Ramacker put in place a "reflex communication". Sent to the same group of
spokespersons, this one aims to give the first "elements of language" which generally give the context of a first
information in crisis based on three key messages: we know, we do, we care.
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This way of doing things will be relevant since we observe that from the first moments, journalists relay the
messages resulting from this reflex communication. Journalists are the first partners in this kind of situation.

[- 8.27

n Radio 19

Het crisiscentrum van binnenlandse zaken
(@CrisiscenterBE) vraagt om niet meer naar
@BrusselsAirport te gaan.

4 AcBYRBETE

Communication réflexe:
explosion a zaventem,

on demande aux gens de
ne pas s'y rendre, notre
priorité sont les victimes

et la securite, ne pas
confirmer de chiffres quant
aux victimes, expliquer
processus en cours.

Explosion a zaventem. Info
asap. Morts.

. Martin Buxant el m

Le centre de crise du gouvernement fédéral
est mobilisé. #Zaventem
L]

10 ZERRADLan

' Journalists, our first partners

S Jan bon: «L" ion p iére va a la sécurité et aux victimes»
L'attention premiére du ministre de I'Intérieur Jan Jambon se porte sur la sécurité et

les victimes, a affirmé sa porte-parole a |a suite des explosions 2 I'aéroport de
Zaventem (Brussels Airport).

L'hypothése d'un attentat n'est ni confirmée ni infirmée. Les autorités demandent a la
population de ne pas se rendre a I'aéroport.

It is then necessary to inform the population as well as possible about the procedure to be followed while giving
information in a context where they are lacking. Around 9:10, social networks are activated.

«.. Crisiscentrum / Centre de Crise
~ . CrisisCenter Belgium @ = Publié par 22 mars - @
Ibzy CrisiscenterBE
- Explosies op luchthaven #Zaventem. Laat toegangswegen open voor
) i ,

Explosions at airport #Zaventem. Don't go to hulpdiensten. Prioriteit overheid: hulp aan slachtoffers en veiligheid
airport. Keep roads open. Priority government: - Explosions & #Zaventem. Ne vous y rendez pas, laissez les voies
Help victims & security dégagées. Priorités des autorités: le secours aux victimes et la sécurité
— - Explosions at airport #Zaventem. Don't go to airport. Keep roads open.
908 248 O iuBa® O Priority government: Help victims & security
H2 0N =2 M 2016 Voir la traduction
“« v ih

33 648 personnes atteintes

ifyy  CrisisCenter Belgium &

Ls Crisiscentrum / Centre de Crise

Don't call. Use texting or social media. Network S| Publie par 22 mars - @

is getting saturated #Brussels No public transport. Stay where you are, also in schools, companies, ...
‘ I3 Contact crisiscenter: 1771 #Brussels

2903 649 SaiviBEOARL

18 154 personnes atteintes

And the social networking platforms also come to help. Very soon, Twitter gets in touch via a "Direct Message"
and then by telephone with the communicators of the Crisis Centre, asking if they could help. Facebook has set
up Safety Check and Google has put a link on its main page referring both to the website of the Crisis Centre
or the information number 1771.
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mw;nev:m Ges personnes. es Seux ou dautres choses Q

&

<

/ Notifiations > A PROPOS DE LA CRISE

Explosions & Bruxelles j{./\ e
Alerte en Belgique SRR S ik .
g q O WX M""“W“”ummi \J Y

Infos officielles attentats Bruxelles

Votre statut de securite Qui vema co0
Suivre @CrisisCenterBE

068 ave: D300 i o8 h Aovuder e Snaeent v EN SECuRITE

Google

elgie

G

Google zoeken Ik doe een gok

Explosies in Brussel: website van de regering Bel het crisis centrum op 1771

4.2 The phase of emotion

During this phase, people will express their emotions such as denial, shock, sadness, anger, etc.

.QHnrry O L Suwe

I'm just so sad &
#Brusselsattack

1 3 Ban

Amaury Leveaux W Suivre

@ALeveaux
Tu nous manques déja copine..... #triste #Dropped @BayouSar
02:15 - 10 Mars 2015 :,c"::;?x.;;,gw , écoauré, abasourdi et triste ...
4« 132600 1196 01:27 - 14 Nov 2015

« B e

There will be no specific hashtag during this period except for those already used or the name of one of the
victims. One might think that this phase is less informative for the authorities, but it is not. What happens
outside must be perceived to communicate well during a crisis.
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To be able to listen and look out, one must understand the crisis communication methodology newly set up by
the Crisis Centre. This was used on 22 March 2016 by nearly 40 people.

Coordination ] Strategy

Organisationf] Advice
Approach
Elaboration

Transformation

Reality
Emergency situation

Perception
People involved

1. The analysis:
A team is in charge of monitoring and analysing information circulating among the population (in) directly
concerned and via the traditional media (tv, radio, print) or online (websites, social media, etc.). This monitoring
team uses the Trello application to classify and analyse relevant information collected according to 3 categories:
I.B.S.
e Information: What is the factual information circulating? Identify information disseminated primarily by
journalists and social media

e Behaviour: what behaviours are found? Understand the behaviours and reactions of people to act at best.

e Sense making: what is the perception of the situation? Monitor emotions to understand the state of mind
of the population
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In addition, pictures, plans or illustrations are also collected in this table (a picture is sometimes worth more
than a few words).

I5H Explosions Zaventem Tamps @ & Teamvisvie

Confirmed information (from Behaviour Sensemaking Photos / Cartes Conseils
official source, please)

Vragen/noden over: werk. school Emoties: viaiging / woede / angst
an ik

Advies Dag 2
jockdown. Eur

Ily a un avant et
Michel)

sur canaux de comm

sur groupes-cibles

hulpdiensten

Actions de solidarité Empathie des autortés

Noms de prer
dévollés (Sud

ctimes Wereidwijd gebouwen met verwijzing
naar BE

IS eist aansiag

Discours du roi - réactions

Circulerande teiefoonnummers

Politie vraagt huip

Verdachte pakketten (DOVO) .
Critiques ouvertures des gares ‘bien -~
\ s de laisser
y 3 Autowegen yageurs

Picture: Trello Panel during Brussels Attacks

In the end, this team of analysts offers advice in crisis communication based solely on these identified needs.

2. The strategy.

Once the information is captured, processed and dispatched, it is transmitted to the spokesperson (s) and
communicator (s) concerned so that they determine the strategy and crisis communication actions based on
the analysis carried out. What is interesting and intelligent in the organisation of the Belgian Crisis Center when
compared to the French models (where the communicators function silo and without the least power) is that at
the Crisis Centre, strategies and actions are discussed and validated in two strategic and decision-making
locations:

e "Strategic Unit" of spokespersons. In concrete terms, all the spokespersons of the ministers, authorities

and departments concerned were gathered together in the same room to develop the actions and
messages and to orchestrate the communication together. It happened that a telephone call came to a
spokesman whose journalist said at the end of the call "I will call the public prosecutor”. What the
spokesman said "Wait, he's right next to me."

L.

Pictures: Team of active analysts in the Crisis Centre on the 22nd of March

¢ "Management unit" of the decision-makers: once the communication plan, the actions and the messages
were established, Benoit Ramacker was in charge of raising the proposals within the "Management Unit"
which was in charge of all the decisions related to the management of the attacks.
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The strategy was always focused on the same methodology in 4 axes present from the reflex communication:

We know (factual)

We do (action)

We care (empathy)

We will be back (continuity and follow-up)

3. Action.

Once the communication strategy is in place, it must be deployed. For that also, there is a dedicated team for
this purpose. The approach is multi-channel and is based on four pillars: press relations, a reference web site,
social media and an information number 1771.

S
|b1 Ycrisiscentrum

coefl  Attertats 22, u o anefic: e est) o e de Gocumes jon Q
UPDATE
website
PRESS CONTACTS : :
(infographics)
Social media it metion
¢ Cns}l‘sc“l‘mumlcenndecns‘ (Webcare) number
| Pl st Teee 771
A ‘ Appels 22/03
Ibz ‘ Intérieur
Binnenlandse Zaken G
Bruxelles - 22.03.2016- Brussel
 wotte o0 avant |
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Something also unthinkable in France, but access to the Twitter and Facebook accounts of the Crisis Centre
were given to members of the "Team D5" who came to support. This "Team D5" is a network of emergency
communicators formed a few years ago and made up of communicators from different horizons (city and towns
communicators, Governors, federal administrations, private partners, etc.). Framed by regular briefings and
clear guidelines, the tweets and posts were not re-read nor validated hierarchically before being published. The
importance was to be attentive and to inform the Internet users. This allowed for more room for manoeuvre
and faster reactivity that yielded excellent results. (In one day: 341 tweets and more than 100,000 followers
involved from all countries).

TapeWrite
.|||. @CrisiscenterBE my wife works for the commission, can | plck her up by car?

ity; CrisisCenter Belglum
@tapewrite official directive: stay where you

are.

4 2 naE:

Buen dia

Tengo familiares realizando
furismo en ese pais, Loodrian

vishal confirmarme si enla fista de
@CrisiscenterBE Ave sChoois closed? mo  fallacidos hay argentinos x favor ?
i:i Muchas gracias
Hay un numero de telefono. No sé
oy, CrisisCenter Belgium Sihablan Espanol . habla usted
ibzv Ingles o frances?
elnoes+3278151771 |
@Vishal638 No, but stay where you are. —
Mejor es de llamar la embajada
2 Amentina en Bruselas: +32 2 647
7812
am
1 5 LEABRS

E:} muchas graciasss

4. Effects.
The follow-up of the effects of the disseminated communications then passes by the analysis team in order to
adapt the strategy and the actions if necessary. The circle is complete.

4.3 The transition phase

The transition phase is explained by the rapid spread of information. We are not equal when it comes to the
reception of information. Do we have a smartphone? Do we have a "passive" occupation? All these variables
mean that we do not live through the same phase at the same time. We will therefore see the two previous
phases come together as new information will come from the scenes of the incidents (so there will again be an
information phase and perhaps an emotional phase depending on the new information.)

& 2§ Jessica & ¥ 2 Suivre

| just came back from work and learned for
Brussels :( My thoughts are with all the victims
and their families.

4PraversForB

1 1 &
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There will also be a "switch" of hashtags in conversations. The hashtag of the city becomes too difficult to follow,
and not always relevant. We then migrate to a fusion between the city and the statement of the type of event.

On the Crisis Centre side, we are migrating from emergency communication to communication with non-directly
affected audiences. This communication during crisis management is difficult. Indeed, everyone needs to be
helped to go home calmly, with increased security measures, while many people rushed to the stations to get
home as quickly as possible, leading to somewhat paradoxical images under a full terrorist threat.

| DU Live BRI

GIQ BELGIE

)\

BRUSSELS EXPLOSIONS
Belgian PM Charles Miche! holds
[EECREE

-
........

4.4 The organisational phase

Information is now widespread. We observe an organisational phase. People will structure themselves and
choose their hashtag to communicate (#jesuischarlie, #PrayforParis, etc.). The first elements of language will
emerge as a collective social consensus. The strongest and most widespread values will open the way for
conversations (often these values are identity codes of the country).

#PrayForBrussels ¥

With regards to the Brussels attacks, these were the organizational hashtag: #PrayForBelgium, #All,
#ikwilhelpen
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The elements like the fries, the Belgian flag (etc) will be mobilised in the conversations. All the discordant
elements to this consensus are pointed at. For instance, during the attacks of Charlie Hebdo, one of the most
researched sentences on Twitter was "Charlie Hebdo well done," which shows that people were looking for
discordant elements. On the other hand, Amazon is accused of advocating solidarity, without paying taxes, and
SO on.

o

La stratégie actuele du FN #charlienebdo
empeche de caplalser sur les
sttentats transparence iotale
pourtant ¢ du pain ben

a~a Maitre Eolas %, -

g Marie Kirschen

17 Sl 208 Apres l'attentat #Nice06, c'est "solidarité" sur @amazon
« G2 912 C'est sUr que ¢a colte moins cher que payer ses impots

#CharlieHebdo

Tout le monde ne pleure pas sur Nice #CharlieHebdo video

oo

#charliehebdo prophete

#CharlieHebdo musulman

Solidarité

173 88

To understand the difference between the information phase and the organisational phase, you can see here
the tweets around Charlie Hebdo in the information phase that go up very quickly and disappear little by little
while the tweets with #JesuisCharlie rise gradually and are maintained over time.

Tweets with "Charlie Hebdo” Tweets with #JeSuisCharlie

On the Crisis Centre side, we will also see this phase of organisation with many people who offer their help
and want to participate. The Crisis Centre supports this solidarity during crisis and relays initiatives that do
not prevent the intervention of rescue services.

EENA Case Study: Brussels Attacks 14
European Emergency Number Association — EENA 112
Avenue de la Toison d’Or 79, Brussels, Belgium

+32/2.534.97.89 | info@eena.org

AR AL


mailto:info@eena.org
http://www.eena.org/
https://www.facebook.com/112emergency
https://twitter.com/112_sos
https://www.linkedin.com/groups/EENA-European-Emergency-Number-Association-5051520/about

Neighbors and restaurants / snacks provide free
meals at the reception center in Zaventem.

In Brussels, all taxis are invited to carry
passengers free.

Telenet opens its web hotspot network at all for
24 hours.

b5 CrisisCenter Belgium
Het Crisiscentrum apprecieert de vele
spontane blijken van solidariteit #Brussels
#solidarity

&

a7 74 ERZQNELIUED
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Is there any centrally organised
address fo contactif | wanted to
receive one of those voyagers
stranded at Zaventem and provide
them with a place for the night?
Thanks and regards. C. Athmann

On Twitter you can post this
message using hashtag

#ikwilhelpen of #openhouse.
These hashtags are widely used
for the moment.

| am not on Twitter

Maybe there are groups on
Facebook, but we have no view on
that for ihe moment.

Ok, | will see what | can find.
Thanks for your quick reply.
Have a safe night

4.5 The phase of interest
The phase of interest has two meanings:

Interest in the sense of “interesting”, i.e. content that will bring details to the information or that
will be related to it. Video of the truck, information on social contacts, etc.

Interest in the “selfish” sense of the term. The usual derivative products and the promotions of
artists.

As everyone speaks only of this, some will try to fit into this flow of information and benefit from it. For example,
there will be a piano player in front of the Bataclan. Brussels will also have his violin player.

@hugoclement
(Le Petit Journal)
Twitter
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Brands are trying to take advantage of the event also by making their publicity (like this brand that congratulates
the Crisis Center, without failing to promote itself). Someone will be very happy to have finally had its hour of

glory in terms of retweets.

From our team to yours

Humanity Road

Great job @CrisiscenterBE for relaying important information to the

public following #brusselsattacks. #hmrd

Standing Ovation
for a job well done

>

R =

-

L l pierre-yves revaz 3

1434 retweet #RT (et ¢a continue)
jJamais une de mes tweet n'avait eu
un tel score #ParnsAttacks
pic twitter. com/bWLjos7kIE

& s s
" Le moment ou tout bascute: 11 septembre
2001, 13 novembre 2015 #ParisAttacks

12|\
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0 op
mfo PARTAGEZ min | @ "\ Vidéo de la fusillade au Batacian | "N @ 1
youtu be/aWSXDBegKEs # ParisAttacks Musillade #Strasbourg YBagnolet |

£ o0
mf0 PARTAGEZ 1min 4 @ ™\ Vidéo de ia fusillade au Batactan | “N@ |
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On the Crisis Centre side, the phase of interest is more in targeted towards important stakeholders. Thus, it will
set up a web portal containing useful information for victims and their relatives as well as anyone involved in it
directly. It will also launch a specific page, via the info-risques.be website, with concrete advice in the event of

a terrorist attack.
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4.6 The disorganisation phase

During this phase, we will observe the formation of communities which will leave the majority. They will be
structured and make a block. They reject the general version and the dissatisfaction expressed by the
majority has no negative effect on the movement. On the contrary, it structures and defines its identity.

e The PrayForNice hashtag is too religious

e I'm not Charlie

ﬁ) Didier Calmels

M Czigzagie
Pray for Nice, pray for...Pourguoi faut-il prier? Pourquoi encore
inclure la religion dans un acte de support qui n'a rien de religieux?
16:23 - 15 Juil 2016

+« 133 2

e During this stage, some communities will try to break the organization reached in stage 4. For
example: #lAmNotCharlie, #”PrayForParis is too religious”, etc.

JE

In Belgium, for example, there will be divisions around politics, or around demonstrations, since a demonstration
will be organised by hooligans or we will witness the arrest of a human rights’ leader in Belgium.

On the Crisis Centre side, disorganisation will crystallise around completely different communications. There will
be political communications, communications from the authorities in charge of security and others in charge of

monitoring victims, with multiple spokespersons. For the citizens, this multiplication of communications around
different issuers will not necessarily be clear.
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5 Findings

The theory of the 6 phases is confirmed. However, these become more and more rapid and less and less
spontaneous. The phase of organisation and disorganisation is happening faster and faster because people are
becoming more and more aware and accustomed. A parallel can be made with the United States where this
theory of six phases does not seem to work because, as soon as there is an attack with weapons, many call for
more regulation on weapons during the first minutes.

N

3, La phase
d’organisation qui

se prolonge est
plus longue que le

4, La phase
d'intérét avec
repic

1, La phase reste

d'information

On the side of the Crisis Centre, it is necessary to be present with people and for people.

realBKW
@CrisiscenterBE Our hearts are with you. Peace.

sselsBlast &P

Prmation & Updates
8 Account Vv @CrisiscenterBE

Twitter

22/03:226 tweets
6.264.705 impressions |
+110% followers

For the teachings, there are three main ones:
e It is best to have a single spokesperson instead of multiple issuers.
¢ Take more account of the foreign press in communication.
e Further promote the in-house method. It happened that on the day of the attacks, an in-depth
training on this method had to be given to the members of Team D5. This incredible chance allowed
some fifteen communicators of the TeamD5 to be present from the first minutes of the attack.
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