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EXECUTIVE SUMMARY

The Next Generation 112 (NG112)
architecture has the potential to
transform emergency response by
enabling Public Safety Answering
Points (PSAPs) to receive a wide range
of data. Emergency services would not
only have access to voice, but also
location information, real-time text,
video calls and other data. Not only
would this solve many problems faced
by call takers, such as locating people in
distress, but it would also help improve
accessibility of emergency services for
people with disabilities.

The NG112 project, launched by EENA,
aimed to demonstrate the value of the
NG112 architecture in real-life
environments. Three consortia were
selected, involving five different countries.
Ultimately, the project aimed to help to
launch the deployment of NG112 and
improve emergency response for citizens.

This report summarises the testing activities
and lessons learnt of the Croatian
consortium. The Croatian consortium tested
three use cases in the Internet Protocol (IP)
environment: emergency voice call with
location, emergency video call, and text
chat. Various challenges were overcome
during the implementation of the project,
resulting in numerous recommendations and
considerations which may assist other
countries in the deployment of the NG112
architecture. The value of additional data
and improved accessibility were successfully
demonstrated by the Croatia Consortium.
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1 | OVERVIEW

The Croatian consortium - comprised of the Ministry of the Interior and KING ICT -
tested 3 use cases as part of the NG112 project.The testing was carried out in two
regions of Croatia - Zagreb county and the City of Zagreb - on the Sfera CAD system,
which is implemented in three quarters of 112 PSAPs in Croatia. The test cases were:

e Emergency voice call with location sent over IP
e Emergency video (and voice) call with location over IP

e Text emergency call with location over IP

Figure 1: Sfera (PSAP) during video call. Screenshot from two monitors.

These use cases are described in detail, with a step-by-step process for each, in Chapter 3. In
Chapter 4, we examine the NG112 architecture as applied to the Croatia test cases, including
details of the basic flow of the call and the protocols used between the system components.
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The emergency communications could be initiated through a webpage. The consortium identified
that a key benefit of this is that the person in distress does not need to have pre-installed an
application to initiate a communication, as it can be accessed via a standard web browser. The
URL should be widely publicised.

Phone

385911365149
Please enter your phone number that could be used by 112
center to call you back
Name

Zoran Perak
Please enter your name that will be visible to operator in 112
center

505 Text SOS =08

Audio Video

© 2020 - SferaWeb - 1.0.0

Figure 2: PWA initial screen

On the home screen, the citizen is asked to select the service that they require. If it is their first
use of the service, they should also enter their phone number and name. Once the request has
been established, the communication is placed in a waiting queue and the operator in the 112
PSAP is alerted. More information about the testing can be found in Chapter 5.
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Figure 3: Sfera (PSAP system) receiving web call

The consortium concluded that video stream is of great value to emergency services for
assessment of the situation and resource allocation. Some challenges were encountered
regarding the implementation of the text solution, but this was overcome by using a WebRTC
data channel.

The main considerations for implementation were identified as:

e Anonymous vs registered access to 112
e Speed of internet access

e Cost of internet access
These are explained in detail in Section 6.1.

The next steps for the Croatian consortium include piloting the project in production, first by
establishing an ESInet in a single PSAP that would cover the whole country. In a second phase,
other PSAPs would be gradually connected to the ESInet.



2 | CONSORTIUM

Ministry of the Interior - Croatian Civil Protection Directorate

The Ministry of the Interior of the Republic of Croatia is a central authority of the state
administration responsible for the civil protection system. Within the Ministry, the Civil Protection
Directorate is an administrative organisation which prepares, plans and manages the operational
forces, coordinating the  functioning of all the civil protection system.
The Civil Protection Directorate is also responsible for management of 112 system.

KING ICT

KING ICT is the leading systems integrator in SEE (present in Croatia, Serbia, Bosnia and
Herzegovina, Kosovo and Macedonia) and the leader in developing and implementing innovative
enterprise solutions.

King ICT software solutions range from those used by a great number of people in everyday life
to highly specialised ones, such as KING SFERA, e.Police, e.Goverment, SIS.

KING SFERA is a software solution that enables communication, coordination, and management
in emergency situations.
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3 | USE CASES

The main purpose of this project was to test the possibility of using already available
standards based modern technologies to access 112 emergency services without the
need for previous preparation in the form of installation of a specialised 112 mobile
application, registration etc. The solution should enable voice, video and text
communication together with real time location tracking available to PSAP operators.

1. EMERGENCY VOICE CALL WITH LOCATION SENT OVER IP, FROM
SMARTPHONE OR LAPTOP COMPUTER

e The user (caller) starts the standards-compliant web browser (Chrome, Firefox, Safari,
Edge...) on her/his smartphone or laptop computer.

e The user navigates to the well-known 112-related URL (e.g. sos.hr), which would be
appropriately promoted.
o Once opened in the browser, the web application can be installed on the phone
as a “normal” native application (Progressive web application - PWA).
o Once installed, the NG112 application can be started as a native application,
without the need to first open the web browser.
e The user activates the "112 Voice Call” button.
¢ When making the first call, the user must allow access to the microphone and location.
e The call is routed to the appropriate PSAP (based on the user’s location).
e The call appears in the "NG112 Voice” incoming queue at the operator’s workstation.
e The operator takes the incoming call.
e Voice communication between the caller and the operator is established.
e The operator is presented with the caller’s location on the map.

e If the caller is moving, the map is updated accordingly.

e The call is further processed as a “normal” call made by phone.

i L R
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2. EMERGENCY VIDEO (AND VOICE) CALL WITH LOCATION OVER IP FROM
SMARTPHONE OR LAPTOP COMPUTER

The user (caller) starts the standards-compliant web browser (Chrome, Firefox, Safari,
Edge...) on her/his smartphone or laptop computer.

The user navigates to wthe ell-known 112 related URL (e.g. sos.hr), which would be
appropriately promoted.
o Once opened in browser, the web application can be installed on the phone as a
“normal” native application (Progressive web application - PWA).
o Once installed NG112 application can be started as native application, without
need to first open web browser.

The user activates the “112 Video Call” button.

When making the first call, the user must allow access to the camera, microphone and
location.

The call is routed to the appropriate PSAP (based on the user’s location).
The call appears in the "NG112 Video” incoming queue at the operator’s workstation.
The operator takes the incoming call.

Video (and voice) communication between the caller and the operator is established.

o On the operator’s side, a new window is opened with bigger video from the caller
and smaller video from the operator.

o On the caller’s side, if it is a smartphone, the rear camera is turned on by
default. The caller is presented with a bigger video from the rear camera and a
smaller video from the operator. The caller can switch the camera between the
front and rear. If it is a laptop, then the caller is presented with a bigger video of
the operator and a smaller video of the caller from the front camera.

The operator is presented with the caller’s location on map

If the caller is moving, the map is updated accordingly.
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3. TEXT EMERGENCY CALL WITH LOCATION OVER IP FROM SMARTPHONE OR
LAPTOP COMPUTER

e The user (caller) starts the standards-compliant web browser (Chrome, Firefox, Safari,
Edge...) on her/his smartphone or laptop computer.

e The user navigates to well-known the 112 related URL (e.g. sos.hr), which would be
appropriately promoted.
o Once opened in the browser, the web application can be installed on the phone
as a “normal” native application (Progressive web application - PWA).
o Once installed, the NG112 application can be started as a native application,
without the need to first open the web browser.
e The user activates the “"112 Text Call” button.
¢ When making the first call, the user must allow access to location.
e The call is routed to the appropriate PSAP (based on the user’s location).
e The call appears in the "NG112 Text” incoming queue at the operator’s workstation.
e The operator takes the incoming call.
e On both the operator’s and the caller’s side, the chat form is presented which they use

to exchange instant text messages.
o Each side is notified when the other side types a new message.

e The operator is presented with the caller’s location on the map.

e If the caller is moving, the map is updated accordingly.
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4 | ARCHITECTURE

The solution is based on standard technologies that are ubiquitous and already
available on both Android and iOS mobile platforms, as well as on laptop and desktop
computers. The key underlying technology is WebRTC.

Its architecture is also based on EENA’s Long Term Definition Standards document?.

Figure 4 shows an overall diagram of the solution. The caller uses a smartphone or laptop
computer to access the SOS website with a standards-compliant browser (Chrome, Firefox,
Safari, new Edge, Opera...). The SOS website provides a Progressive Web Application (PWA) that
contains a SIP User Agent (UA), i.e. SIP phone implemented with JavaScript. In this case, we
have used the jsSIP open source library for handling SIP and WebRTC.

In testing, setup used in this project BCF between ESInet and PSAP is not used.

ESInet
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<~
o~ PSAP | O ")
Sfera N\ -
. -
PWA | | ==
B S e
jssip CHl T |

Smartphone

PSAP
Sfera

I
Dop
D)

TURN

(
|
|
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|
|
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| ECRF
|
|
|
|
|
|

Figure 4: Solution architecture

! https://eena.org/document/ng112-long-term-definition-standard-for-emergency-services/
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Here is the basic flow of the the call:

1. SIP client (jsSIP) sends INVITE to ESRP SIP Proxy server via WebSocket. Message
contains SDP (WebRTC Offer) and location (PIDF-LO).

2. ESRP updates LIS server with new location (PUBLISH).
3. Get most appropriate PSAP based on caller location (LoST).
4. Proceed to most appropriate PSAP (according to ECRF).

5. SIP server at PSAP sends reply (200) to ESRP SIP Proxy. Message contains SDP
(WebRTC Answer).

6. SIP client gets SDP (Answer) and sends ACK back. Both parties now have all data
needed to establish WebRTC connection.

7. WebRTC client at PWA establishes RTP connection with WebRTC client at PSAP (Sfera).
Audio/video and data (instant messaging) is transmitted via TURN server.

Having the PWA + SIP client in JavaScript makes it possible for the caller to use the application
even if the SOS website is temporarily unavailable.

Another benefit of using a JavaScript SIP client is in using WebSocket for communication
between SIP UA and ESRP (RFC 7118). This simplifies the Border Control Function (BCF) which
can be the standard reverse proxy which is normally used for public websites. It also enables
the use of standard web secure communication (wss — WebSocket Secure) over standard port
443. There is no need to open standard (and not encrypted) 5060 SIP port.

The TURN server must be “visible” to both the caller and the operator in the PSAP. It is installed
outside of ESInet and the network at both sides should be configured to allow the TCP/UDB
connection to port 3478 and UDP to port range 49152-65535. This basically means that the
proxy/firewall on the PSAP’s side should be set up to allow connection through these ports. On
the caller’s side, there should be no need for any configuration if the call is made by a smartphone
or by a laptop behind a home ADSL modem. If the caller is behind a symmetric firewall (e.g.
inside company), then ports should also be enabled on the caller’s side.
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Text communication (i.e. chat) is carried out using RTCDataChannel, which is part of the WebRTC
standard. This avoids problems with routing text messages back and forth if MESSAGE SIP is
used for text message exchange, which is also a possibility. Initially, text message
communication was implemented with standard SIP MESSAGES, but we found that using
WebRTC (RTCDataChannel) is a more practical solution. Text “call” is established only once and
the caller is guaranteed to stay with the same operator in the PSAP during the entire text call
session. Also, ESRP and the entire SIP infrastructure is far less utilised for the single text call
session.

ESRP service is implemented using the SIPSorcery library?.
For JavaScript, the SIP jsSIP library? is used.
For TURN, the server coturn® is used.

All other parts of the system are implemented using C#, Javascript, .NET and MS SQL
tehnologies.

Figure 5 shows communication and messaging protocols used between system components.

sIP
V| S websockey>| ESRP [E——sP—>  Ppsap

(jsSIP)
ESRP  j€&——LoST—>  ECRF

ESRP j&— PUBLISH—2» LIS f&—— HELD——2x PSAP

<« —3 RN —FT >

DTLS DTLS

DOE

PWA Sfera
(jsSIP)

Figure 5: Protocols used in solution

2 https://github.com/sipsorcery/sipsorcery
3 https://github.com/versatica/JsSIP
4 https://github.com/coturn/coturn
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6 shows a more detailed call sequence between the caller and the PSAP.
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Figure 6: SIP SOS call sequence

The caller initially loads the web application from the SOS website, or just starts it from
the home screen if it is installed locally. If it is the first time the application is opened,
the caller should enter their own phone number and name so that the PSAP can call
them back should the need arise later.

When the caller selects video, audio or text SOS call, the JavaScript SIP client connects
to ESRP using secure WebSockets (wss://) and sends the INVITE SIP message.The URL
of ESRP is given by the SOS website and saved locally. In the INVITE message, PIDF-
LO message and SDP Offer are sent as multipart/mixed content. UA maintain
WebSocket connection with ESRP during the entire call session.

ESRP validates the caller for mandatory data (phone number, name, PDIF-LO, SDP) and
temporary registers it in the memory. The registration is active as the WebSocket
connection is maintained. This enables the ESRP to route back SIP messages to the
caller UA.

15
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e ESRP extracts the PDIF-LO message and uses it to call the ECRF service using LoST
protocol.

e ECRF returns the most appropriate PSAP. In this project, the appropriate PSAP is
determined by caller geolocation. In a production-ready solution, more rules could be
implemented, such as type of call, load status and/or working hours of PSAPs etc.

e ESRP forwards INVITE message to next hop, i.e. next ESRP or destination PSAP. In this
project, the message is forwarded to the appropriate PSAP.

e The SIP server at the PSAP site, which is integrated with Sfera CAD system, receives
the INVITE message and notifies the Sfera system that there is new call.

e Sfera puts the call in the PSAP waiting queue and alerts the logged in operators through
the Sfera application.

e In the meantime, the 112 operator has registered with the PSAP’s SIP server, also
using jsSIP SIP UA.

e SIP server returns the 180 Ringing message back to the ESRP.

e ESRP forwards the 180 Ringing message back to the caller.
The first available operator in the PSAP takes the new call.
The SIP server forwards the INVITE message to the operater’s UA.
The operator’s UA takes the SDP Offer from the message, constructs the SDP Answer
and sends back the 200 OK message. At the same time, the case is opened in the Sfera
application with caller location, name and phone number displayed.

The 200 OK message traverses back to the caller.

The caller’s UA takes the SDP Answer and uses it to establish a connection with the
operator at the 112 PSAP.

Both the caller’s and operator’s WebRTC clients now have all the data needed to
establish the SRTP connection via TURN server.

Depending on the call type, media streams (audio, video) or just text data (via
RTCDataChannel) are transferred in both directions via TURN server.
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5 | TESTS

One of objectives of this project was to integrate the NG112 solution into our CAD
system - Sfera — which is implemented in 15 out of 20 112 PSAPs in Croatia. Testing
was done on the Sfera testing environment in two regions (counties) in Croatia:

1 - Zagreb county (Zagrebacka zupanija) and

21 - City of Zagreb (Grad Zagreb)

Figure 7: Regions in test

We used geo-shapes from production which also contain shapes of counties that ECRF uses to
determine the most appropriate PSAP.

The domain used for testing is ngl12.net (website at hitps://sos.ngl12.net).


https://sos.ng112.net/
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Figure 8 shows the home screen of the client application. The caller enters their own phone
number and name in the input fields and initiates the SOS call by pressing the appropriate
button.

Phone

385911365149
Please enter your phone number that could be used by 112
center to call you back
Name

Zoran Perak
Please enter your name that will be visible to operatorin 112
center

505 Text SOS =08

Audio Video

© 2020 - SferaWeb - 1.0.0

Figure 8: PWA initial screen

Regardless of the type of SOS call, the SIP client connects to the ESRP server via the WebSocket
(wss) and sends the INVITE message to the ESRP.

"

Figure 9 shows a message example. The caller’'s name is sent as “Display Name” in the “From
header. The caller’s phone number is sent via “Call-Info” header in the application’s custom
“urn:sfera:tel” tag inside the “Caller-Info” header. Unfortunately, there is no standard tag that
can be used specifically for this purpose. Sent in the same header is the “standard” urn for
emergency calls: “urn:service:sos”. Unfortunately, again, the jsSIP client does not support
sending the INVITE message to such urn.

Geolocation is sent with the INVITE message as part of the multipart content. Another part is
the SDP Offer message that contains information of all relevant capabilities, depending on the
call type (supported codecs, media capabilities...).
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SDP also contains ICE candidates, especially TURN server data since it is not probable that the
caller would be able to establish a media stream with the operator in the PSAP without usage of
the TURN server.

To make things simpler, we have decided to collect all SDP data upfront, meaning that the initial
INVITE message from the caller would contain all the information from the caller’s side that will
be used on the PSAP’s side to establish the media or data connection. The same holds for the
PSAP’s side. The Complete SDP Answer is sent with the 200 OK message from the PSAP to the
caller.

pur
df-attachmen

Figure 9: INVITE message from caller
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When the INVITE message arrives to the appropriate PSAP, the call is put into a waiting queue

and the operator is alerted accordingly as shown on Figure 10.
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Figure 10: Sfera (PSAP system) receiving web call

When the operator in the PSAP takes the incoming call, in that moment the SIP client (jsSIP) on
her/his computer receives the original INVITE message from the caller. The SDP is then extracted
from the message and supplied to the local WebRTC engine which produces the Answer SDP in
return. The SDP is also supplied with TURN data from the PSAP’s side and sent back to the caller

in the200 OK message (see Figure 11).

20
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Figure 11: 200 OK message from PSAP to caller

After reception of the 200 OK message, the caller extracts the SDP and feeds it to the local
WebRTC engine. Both WebRTC engines now have all the data needed to establish the media
connection and start streaming. To acknowledge that all is OK, the caller sends an ACK message

to the PSAP (see Figure 12).

Figure 12: ACK message from caller to PSAP

Finally, WebRTC media streams are established and presented to both the caller and the operator
in the PSAP. On the caller’s side, the rear camera is turned on by default and a bigger video is
presented on the screen from that camera. The video of the operator is presented in a smaller
frame. This is different from the usual way that a video call is presented. The reason for that is
that the most likely point of interest is the caller’s surrounding rather than the caller’s face and
the caller should direct the rear camera to the place of incident. Therefore, the video from his/her
camera is presented over the entire screen.
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The video from the PSAP (the operator’s face) is most likely less important. During the video
call, the sound is turned to speakers so that the caller can normally communicate with the
operator via speakerphone (see Figure 13).

Figure 13: PWA during video call

On the PSAP’s side, the same composition is used, i.e. a bigger video from the caller’s rear
camera and a smaller video of the operator, plus a map with the live location of the caller (see
Figure 14).

The web call is integrated with the Sfera system so the operator can use other “regular”
functionalities to handle the incident.
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Figure 14: Sfera (PSAP) during video call. Screenshot from two monitors.
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Figure 15 shows the smartphone client during a text call session and Figure 16 shows the PSAP
workstation during the same session. The text call session was taken on the same location as
the video call. The chat widget and map are implemented in rudimentary form. For production
use, a more polished version should be built.

Hello, | need help
27

Hi Zoran, How can | help you?
;27

| would like you to send me an
ambulance
027

It's comming
;27

Figure 15: PWA during text call (chat)

b SVETANEDILA
Zapetacts

Figure 16: Sfera (PSAP) during video call
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6 | LESSONS LEARNT & RECOMMENDATIONS

The key benefit of the proposed solution is that the person in distress does not need
to have pre-installed any special mobile application to initiate the emergency video
call. It uses a standard web browser already available on practically any device. Of
course, the URL of the SOS site should be widely known and publicised, like the 112
number.

The video stream from the accident site is of great value for emergency services to accurately
assess the situation and engage the most appropriate resources.

Using PWA + JavaScript SIP client gives us benefits:

- Works even if SOS site is temporarily down
- Using od SIP over WebSockets make deployment and security consideration much
easier

Some implementation challenges, and in part thanks to comments from colleagues from the
CELESTE consortium team, made us rethink the text call solution. Initially we implemented it by
sending the MESSAGE SIP message for each text piece transferred between the caller and the
PSAP. That poses a problem of maintaining the connection with the same PSAP and the same
operator during the text chat session, even if the caller moves and enters an area covered by
another PSAP. This was solved by using Record-Route headers during the initial message path
from the caller to the PSAP and later using the recorded route with all other messages, effectively
forcing the infrastructure to route each message to the same path. However, that seemed a bit
unnecessarily complicated and also presented a certain burden on the infrastructure, which must
route every message.

In the end, we decided to re-implement it by using the WebRTC data channel instead. It proved
to be a relatively easy code refactoring.



=€ena

6.1 | MAIN CONSIDERATIONS

It is up to the PSAP authorities to decide whether it will allow anonymous calls to the 112
emergency services. Allowing anonymous calls could add “noise” to PSAP operations because it
is more tempting for some people to make invalid calls to emergency services for fun or for
malice if they think that these calls are untraceable.

On the other hand, making it harder and more complicated for people to call emergency services
when they are in distress and have no time to waste negates the purpose of the service.

An acceptable compromise between the two could be in asking the caller to voluntarily enter
their own phone number or to make “registration” very simple:

e Caller enters their own phone number and taps the button “Register”

e The web server sends an SMS message to that phone number with link for account
activation

e The caller just opens the link in the received SMS message and after that her/his SOS
application is registered and she/he can proceed to call 112

Although mobile internet access is constantly gaining in speed and coverage, it is still likely to
enter an area with very slow or no internet connection at all.

This can be mitigated with offering the caller only audio and text call if internet speed is detected
to be slow or just text call if it is very slow.

NG112 is not meant to replace the existing phone call system but rather to supplement it. If
there is no internet connection, it is probably still possible to make regular phone call.

Mobile internet access is ubiquitous and everyone has it. Is this really so? When using a
smartphone it’s not always easy to be able to control internet consumption, which often leads
to situations where they use all their available gigabytes well before new gigabytes arrive the
next month. That leaves us with the not unlikely possibility that a person who needs to call SOS
in that moment might not have internet available. Also, some foreign citizens might find internet
roaming prices prohibitive to use.

This situation can probably only be resolved by legislators by requiring mobile telecom operators
to make internet traffic to certain domains free of charge, similarly to free phone calls to 112.



7 | CONCLUSIONS & NEXT STEPS

This project proved that NG112 technology is available, ready and viable to be
implemented today and not in some uncertain future.

The next logical step could be to pilot this project in production. In the first phase, ESInet would
be established together with a single PSAP that would cover the whole country, but only for
NG112 calls. In this pilot project, invaluable experience would be accumulated that would enable
refinement and improvement of the system.

In the next phase, one by one, PSAPs would be connected to the ESInet, upgraded to be NG112
compatible and would start to also handle NG112 calls. During the transition period, the *main”
NG112 PSAP would cover less and less area until all PSAPs would become NG112 able.
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8 | TERMS & ABBREVIATIONS

BCF Border Control Function (Firewall, on PSAP side not used in demo)
ECRF Emergency Call Routing Function

ESInet Emergency Services IP Network

ESRP Emergency Service Routing Proxy

LIS Location Information Service

LoST Location to Service Translation

PDIF-LO Presence Information Data Format-Location Object

PSAP Public Safety Answering Point

PSTN Public Switched Telephone Network

PWA Progressive Web Application

RFC Request For Comment

SDP Session Description Protocol

Sfera PSAP CAD (Computer Aided Dispatch) system from KING ICT
SIP Session Initiation Protocol

SRTP Secure Real-time Transport Protocol

TURN Traversal Using Relay NAT

UA User Agent

WebRTC Web Real-Time Communication



