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This docu ment aims to 

support public safety 

organisations in their efforts 

to comply with the GDPR.  

 

 

EXECUTIVE SUMMARY 

The General Data Protection Regulation 

("GDPR") came into force on 25 May 

2018 and required public and private 

companies to comply with its provisions 

regarding their processing of personal 

data.  

One year after its entry into force, it 

appears that 100% G DPR compliance is 

difficult to achieve for companies and 

organisations. However, it is important 

to work towards compliance and at 

least implement compliance measures 

such as appointing a compliance pilot, 

mapping data processing, identifying 

actions that need to be prioritised, 

managing risks, organise internal 

procedures, document compliance.  

Such difficult compliance work is particularly 

complicated in specific sectors such as public 

safety.   

Indeed, the scope of the GDPR is extremely 

broad, covering pr ivate companies, public 

administrations, associations and non -

governmental organisations, etc.: it is 

applicable to companies and organisations 

having an establishment in the European 

Union (ñEUò), regardless of whether the 

processing takes place in the EU  or not 1. In 

addition, it is also applicable to companies 

and organisations not established in the EU, 

where the processing activities relate to the 

offering of goods or services (irrespective of 

whether a payment is required), or the  

 
1 Article 3.1 GDPR.   

 

 

 

 

 

 

 

monitoring of data subjects behaviour taking 

place within the EU.  

Public safety organisations, emergency 

services, etc. which process personal data 

and even se nsitive data, are therefore 

subject to the GDPR.  

The purpose of this document is to present 

the fundamental principles related to the 

processing of personal data, but above all to 

support public safety organisations in their 

efforts to comply with the GDP R.  

Using practical examples, this document is 

intended to present, step by step, the 

actions to be taken in order to comply with 

the regulations in force. Such steps include 

the different documents to be drafted, the 

practical way of mapping personal data , the 

identification of risks, the DPO governance 

within companies and organi sations, how to 

choose appropriate partners offering 

sufficient guarantees in terms of compliance 

with the GDPR, etc.  

Through the practical implementation and 

explanation of the different concepts, this 

document is intended to enable public safety 

organisations to review their compliance and 

thus anticipate the controls of the data 

protection authorities.  
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1 | INTRODUCTION  

"1 year of GDPR, a new awareness" was the headline of the French data protection 

authority, the Commission Nationale de lôInformatique et des Libert®s (hereinafter 

ñCNILò) on 23 May 2019 in a press release on its website2 .  

The CNIL noted that the GDPR, which came into force a year ago, created a particular dynamic 

with regard to the protection of personal data and the protection of privacy in general 3.   

The GDPR is a European regulation that became effective on 27 April 2016 and came into force 

on 25 May 2018. Companies and organisations thus had two years to bring their processing of 

personal data into line with the applicable regulations.  

In practice , the scope of the GDPR is very broad and concerns all companies that hold or process 

personal data. Thus, the GDPR does not exclude associations or Non -Governmental 

Organisations (ñNGOsò) from its scope, which must therefore also comply with the applicable 

regulations, as the GDPR drastically increases the amount of sanctions.  

Fines can reach up to 2% of the total worldwide annual turnover or ú10,000,000 in cases of 

violations regarding failures to establish a record of processing activities, notify securi ty 

breaches, conduct Privacy Impact Assessments (PIA), designate a Data Protection Officer (DPO), 

etc.  

They can also reach up to 4% of the total worldwide annual turnover or ú20,000,000 in cases of 

violations such as unfair processing of personal data, la ck of information notice, lack of legal 

basis for processing, non -compliance with individualsô rights or with rules on transfers of personal 

data to non -EU countries, or non -compliance with a Data Protection Authorityôs (DPA) 

injunction.   

Thus, in order to  understand the impact of the regulation particularly on public safety 

organisations, it is necessary to study the different fundamental principles applicable to personal 

data processing. These elements will allow a better understanding of the different co mpliance 

steps that public safety organisations will have to take in order to ensure their compliance with 

the GDPR and thus avoid sanctions.   

 
2 CNIL, 1 year of GDPR: a new awareness, May 23, 2019 -  https://www.cnil.fr/fr/1 -de- rgpd -une -prise -de-
conscience - inedite  (in French)  
3 70% of French people say they are now more sensitive to issues relating to the protection of perso nal 
data according to an IFOP survey conducted in April 2019, on a sample of 1,000 people out of a sample of 
people aged 18 and over.  

https://www.cnil.fr/fr/1-de-rgpd-une-prise-de-conscience-inedite
https://www.cnil.fr/fr/1-de-rgpd-une-prise-de-conscience-inedite
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2 | LEGISLATIVE BACKGROUND: GENERAL OUTLINE 
INTRODUCING THE GDPR & POLICE -JUSTICE 
DIRECTIVE  

The Data Protection Re form Package consists of two texts:  

¶ The Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 

2016 on the protection of natural persons with regard to the processing of personal data 

and on the free movement of such data, and repealing Directive 95/46/EC (General Data 

Protection Regulation) (hereafter, ñGDPRò), directly applicable in the Member States as 

of 25 May 2018 and providing common principles to entities based or operating in the 

European Union (hereafter, ñEUò); and   

 

¶ The Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 

2016 on the protection of natural persons with regard to the processing of personal data 

by competent authorities for the purposes of the prevention, investigation, detec tion or 

prosecution of criminal offences or the execution of criminal penalties, and on the free 

movement of such data, and repealing Council Framework Decision 

2008/977/JHA(hereafter, the ñPolice - Justice Directive ò), which needs a transposing 

law in each State Member to be applicable. .  

In addition to this Data Protection Reform Package, there are guidelines from supervisory 

authorities and Article 29 Working Party (ñWP29 ò), recently replaced by the European Data 

Protection Board 4 (ñEDPBò), as well as Member Statesô national protection laws which adapt and 

complete the GDPR, and transpose the Police Directive.  

 
4 The EDPB works on the development of the common doctrine of the European Union data protection 
authorities through guide lines, advice, etc.  
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FOCUS ON THE POLICE - JUSTICE DIRECTIVE  

The Police -Justice Directive sets out rules for the protection of individuals with regard to the 

processing of personal data by competent authorities for the purpose of the prevention, 

investigation, detection, prosecution or enforcement of criminal offences, including the 

protection against threats to public security and the prevention of such threat s.  

  

The Police -Justice Directive applies to data processing meeting the two following cumulative 

criteria:  

 

1.  It pursues one of the purposes mentioned above, that is to say, prevention  

investigation, detection, (é) and the prevention of threats. 

For example:  

o In "criminal matters": processing operations to manage measures to enforce 

sentences imposed by the judicial authority or activities carried out by the police;  

o Processing operation s relating to police activities carried out prior to the 

commission of a criminal offence.  

 

2.  It is carried out by a ñcompetent authorityò 

o Any public authority (judicial authorities, police, any other law enforcement 

authorities, etc.) competent for the:  

-  Prevention and detection of criminal offences  

-  Investigations and prosecutions in criminal matters  

-  Enforcement of criminal sanctions  

o Any other body or entity to which the law of a Member State entrusts the exercise 

of public authority and the prerogativ es of public authority for the purpose of 

implementing processing operations covered by the Directive.  

The GDPR and Police - Justice Directive have distinct fields of application, intended to be 

complementary.  
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3 | THE AIMS OF THE GDPR  

At a glance, the GDPR aims to protect European Union (hereinafter ñEUò) citizens from 

privacy breaches in an increasingly data - driven world.  

The GDPR is aimed at:  

¶ Modernising existing regulations  by replacing the 1995 Directive;  

¶ Giving better control  to EU cit izens over their personal data; and  

¶ Unifying rules  allowing businesses, allowing for greater consumer trust.  

 

The GDPR entered into force on May 24 th , 2016, but it only applied starting May 25 th , 2018, 

providing therefore companies and organi sations with 2 years  to become compliant with the 

GDPR provisions.  

On October 19, 2018, the first GDPR sanction was issued by the Portuguese Data Protection 

Authorities to a Portuguese hospital which received a ú400,000 fine for failing to comply with 

con fidentiality and minimisation of data principles.  

In January 2019 the French data protection authority issued a 50 million euros fine to Google 

for failing to comply with the transparency and legal basis requirements. To date, this is the 

largest GDPR sanc tion. For more clarity regarding the modernisation of the applicable data 

protection regulations, please find below a GDPR timeline. This timeline allows for a better 

understanding of transition period for the compliance of the various entities processing data and 

the first sanctions imposed under the GDPR.  

For more information on sanctions issued by Member Statesô data protection authorities, please 

consult the comparative table available in Appendix 1 5-  GDPR 1 year -  Table of sanctions in 

the European Un ion .  

 

 
5 Please note that this list is current as of June 2019 and is not exhaustive and only concerns sanctions 
made public by the supervisory authorities.  
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The GDPR also strengthens EU citizensô rights. 

Indeed, it provides for:  

¶ Clearer information  about the 

processing of their personal data;  

¶ New rights  to be exercised;  

¶ Higher sanctions  to be applied in case 

of breaches, etc.  

Finally, the GDPR contains requirements to 

companies such as the appointment of a 

Data Protection Officer  (hereafter, ñDPOò), 

the respect for accountability 1  or the 

ñprivacy by design/by defaultò principles, 

etc.  

 


















































































